>>> network htoCode ()

NTC Reference Architecture




Introduction

Overview

Components
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>>> Traditional Network Operations
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>>> [Common] Starting Point

oo oo oe oe oe ey
v e v v v v

>_:l ‘L\ M; 1L\ ’..;\A ‘L\ v..;‘! ‘L\ \;A ‘L ) l “'\

Old school scripting I CLI & GUI I Python scripts
Ansible playbooks

e backups.pl e get_neighbors.py

e vlans.pl e vlan_check.py

e MySQL e deploy.yml

e Custom web app in e Git Push (force)
PHP

e Saved on local disk

B8 B B QDQODQ
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>>> Create a Strategy

. The .
Platform critical Power Tools
. decision

*
L 4

L 4

e Nucleus for all network automation e Makes tasks easy for admins
e Extensible and modular e Disparate scripts

e Enterprise controls e Limited to no data integration

@networktocode | Confidential



>>> What is Network Automation?
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>>> Reference Architecture
Overview

Network to Code has developed a reference architecture, which is used as the foundation for the
solutions and frameworks that it designs for its clients. This architecture includes the common functional
elements and services required in any automation solution, broken into 6 sections, with multiple
components in each.

* Source of Truth

* Automation Engine

* Telemetry and Analytics
* Orchestration System

* User Interaction

* External Integrations
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>>> Network Automation Framework

G, P A
& "/ &
/, \\\\ I/ \\'l I'/ \\\
I I —
[ ITSM ] [ Chat ] [ Portal / Forms ] [ Dashboards ] [ Version Control ]
| API

[ Orchestration System ]
[ Automation Engine ]

Telemetry / Analytics
(observed state)
s Source of Truth N
l ' (desired state) :

Network ﬁ

10
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>>> Functional vs Implementation
It's about the function, not the tool
* |dentify the requirements
* Identify the functional building blocks

* Define the main components

* Identify which tool(s) can be used for each requirements.

Especially important for system/product that provide multiple features (Nautobot, NetBox,

ServiceNow ..)
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>>> Network Automation Framework

Network to Code - Reference Network Automation Architecture

/ f\
RRR
User Interactions
Change

Management Service Portal Dashboards Version Control Messaging Documentation
0 I D
Source of Truth
RS ES
g \ Source of Truth | }
Automation Engine I Telemetry and Analytics
Configuration e | Orchestration System -
o Rendering Alerting o
I’) —
Pre/Post Event-Driven T
Validation | [l iexEngine Automation [ Ditahese
8 8
e ’ Backup ‘(-_ Compliance :m 1 =
\ Enrichment
Configuration f 7
Provisioning Collector
Network
@networktocode | Confidential 12
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>>> Network Automation Framework

Presentation Layer
Self Service | Dashboards | Ul | Approval Process

@networktocode | Confidential

N
i Solutions 3
5 ZTP | Compliance | Pre-Post Change Validation E
Tasks & Workflows
i Provision Vlan | Add VIP | Generate Configuration | Verify circuit ;
L Orchestration 5
5 Intended State Observed State f
i (SoT) (Telemetry) |
Network 5 I i

A i 1
tg;rtr;::':n t Executor ‘ Collector ’ 5

Network Infrastructure
13
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>>> Completed Assessments

Roche

University of Chicago
Avast

Marathon

Baxter

DTCC

@networktocode | Confidential
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>>> Network Automation Framework

Presentation Layer
Self Service | Dashboards | Ul | Approval Process

e |
; Solutions |
ZTP | Compliance | Pre-Post Change Validation :
Tasks & Workflows
: Provision Vlan | Add VIP | Generate Configuration | Verify circuit ;
Orchestration
: Intended State Observed State E
: (SoT) (Telemetry) i
Network I\} i
At:’t;rﬂn::zn [ Executor } ‘ Collector :
Network Infrastructure
@networktocode | Confidential 16 >SS network



>>> |Intended State/ Source of Truth

Role: Store and organize the intended/desired state of the network

. Routing Configuration Applications
[ LD Sl } [ LSO } [ Protocols } [ Templates } [ Directory
N Rack Software
[ IP Addresses} [ ACL } [ Circuits } [ Physical } [ Standard }
Intended .
Vlans Operational p Dewcg Statuls I Servers
State roperties Roles

@networktocode | Confidential 17 >> network [RdeleleYel=10)




>>> |Intended State/ Source of Truth

Role: Store and organize the intended/desired state of the network

Key Attributes:

e Guarantee accuracy of the data

e Provide traceability, history of the SoT
e Provide atomic changes

e Ease of access to the data

e Capture the relationship between the objects

@networktocode | Confidential 18
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>>> Why is SoT (data) Important?

Configurations do not provide tracking
O  Who created the configuration?
o Why did they make the change?
O When did they make the change?

interface GigabitEthernetl/0/2

description CIO Port

e

switchport mode
switchport acces
storm-control broadcast level 8
storm-contrel action trap

When changed?

e Why not 100?
an 101

<09 | Who added?

@networktocode | Confidential
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>>> Why is SoT (data) Important?

interface GigabitEthernetl1/0/2 When changed?

description CIO P =

® Configurations do not provide tracking w4 Lo
O  Who created the configuration? M tevel £.00 [ Who added?

storm-ceontreol action t

o Why did they make the change?

O When did they make the change?

o

® Ensures consistency, if data cannot fit in, can't be added
o Allows ability to disaggregate data from the configurations

duplex Auto
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>> Why is SoT (data) Important?

® Configurations do not provide tracking
O  Who created the configuration?
o Why did they make the change?

O When did they make the change?

® Ensures consistency, if data cannot fit in, can't be added o
o Allows ability to disaggregate data from the configurations Where does my server connect to?

Where does this IP live?

Who owns this IP address?

e Configurations are not “queryable” data is
O The data is valuable outside of the network engineering teams
o Only method is to take valuable engineering time to review
o Data becomes auditable, rather than configuration

What speed is my interface set to?

gl
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>> Why is SoT (data) Important?

® Configurations do not provide tracking
O  Who created the configuration?
o Why did they make the change?

O When did they make the change?

® Ensures consistency, if data cannot fit in, can't be added o
o Allows ability to disaggregate data from the configurations Where does my server connect to?

Where does this IP live?

Who owns this IP address?

e Configurations are not “queryable” data is
O The data is valuable outside of the network engineering teams
o Only method is to take valuable engineering time to review
o Data becomes auditable, rather than configuration

=
e Provides ability to document network e+@ == M
o Documentation can be auto-generated visuals or reports

What speed is my interface set to?

gl
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>> Why is SoT (data) Important?

® Configurations do not provide tracking
O  Who created the configuration?

o Why did they make the change?
O When did they make the change?

® Ensures consistency, if data cannot fit in, can't be added

o Allows ability to disaggregate data from the configurations Where does my server connect to?

Where does this IP live?

»
|
e Configurations are not “queryable” data is i S —
. . . . 0 owns this aqaaress’?
O The data is valuable outside of the network engineering teams m
What speed is my interface set to?

o Only method is to take valuable engineering time to review
o Data becomes auditable, rather than configuration

=
e Provides ability to document network e+@ == M
o Documentation can be auto-generated visuals or reports

e Designs are intended to be consistent
o Data allows a design to be flexible I ] ' Bl [ i =1

@networktocode | Confidential 23 >>> network [nelofele @)



>>> Git vs Database
Source of Truth

Ty
-—v @ git
T —————_ LT

Store and organize intended state of the network

Guarantee accuracy of the data + + -+
Provide traceability, history of the SoT + +++
Provide atomic changes ++ +++
Ease of access to the data Tkt +
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>>> (it vs Database
Source of Truth

All objects in Git

Ty
!

[

I\
All objects in
SQL

>Q}git

@networktocode | Confidential
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>>> Aggregation
Source of Truth

Build a proxy which sits between data sources and the systems that consume them

@networktocode | Confidential 26 >>>network [selolelel@)



>>> Aggregation
Source of Truth

Asset servicenow

G
N’
L

Management Device42

&

o)

Build a proxy which sits between data sources and the systems that consume them
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>>> Aggregation
Source of Truth

Config

IPAM DCIM Business Data Other Sources
Parame_ters Infoblox NetBox ServiceNow
YAML Files
A L\ v A4 v
SoT Aggregation Layer
REST API

\i
Config

Rendering
Ansible

Network Devices

Y

Other
Consumers

Config

Templates
Jinja2 Files

v
Internal Tools

@networktocode | Confidential 28
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>>> SoT Replicas between system

« Still one official System of Record
* One or multiple replicas possible
* Visibility
* Integration

« Consumption

Example : Infoblox is the office SOR for IP address,
data are replicated in a Network Source of Truth such as Nautobot to
simplify consumption and integration with DCIM

@networktocode | Confidential 29 >>>network [selolelel@)



>>> Aggregation

CMDB
ServiceNow

DCIM
Device 42

IPAM
Infoblox

Sync Site, Region, Devices

>
Sync Rack, Cable

>
Sync Network Interfaces
Sync IP addresses and Prefix

>

Sync bi-directionally with delegation

-

\

Single
Relational
Datamodel

Query




>>> Aggregation
Source of Truth

GraphQL as the main interface to query data from the SOT

* Query Language for API

« Resources defined by a GraphQL Schema
» Client sends query,

 server orchestrates data

GraphiQL | » Prettify = Merge = Copy

N/

1v query {

2 devices(name: "HQ-CORE-SWQ1") {
3 name

4v site {

5 name

6 slug

7 region {

8 name

9 ¥
10 }

11 config_context

12 v interfaces {

13 ip_addresses {

14 id

15 }

16 name

17 v connected_interface {
18 device {

19 name

20 3

21 3}

22 v connected_circuit_termination {
23 circuit {

24 cid

25 }

26 }

27 3}

28 }

29 [}

History

@networktocode | Confidential 31
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>>> Aggregation
Source of Truth

GraphiQL Prettify Merge Copy History
1v query {

2v  devices(name: "HQ-CORE-SW@1") {
3 name

4v site {

5 name

6 slug

7 region {

8 name

9 ¥
10
i, config_context
12~ interfaces {
13 ip_addresses {
14 id
15 }
16 name
17 v connected_interface {
18 device {
19 name
20

21 3}

22 v connected_circuit_termination {
23 circuit {

24 cid

25 }

26 3

27 }
28 %

29 '}

QUERY VARIABLES ~ REQUEST HEADERS

1 { "§.[t§": "ﬂyC" }

"data": {
"devices": [

"name": "HQ-CORE-SWO1",
Ysitals {i

)
"region": {
"name": "Tennessee"
}
1,
"config_context"
"ntp-servers": [
"8.8.8.8"
]
1,
"interfaces": [

{

"ip_addresses": [],
"HundredGigabitEthernet1/0/1",
"connected_interface": {

{
"HQ-CORE-SW@2"

"connected_circuit_termination": null

"ip_addresses": [],
"HundredGigabitEthernet1/0/2",
"connected_interface": {

"device"

"HQ-CORE-SW@2"

"connected_circuit_termination": null

"ip_addresses": [],
name": "HundredGigabitEthernet1/0/3",
"connected_interface": {

"device"

"HO-CORE-Sw@2"

Documentation Explorer X
Q Search Schema...

A GraphQL schema provides a root type for each
kind of operation.

ROOT TYPES |

query: Query |

@networktocode | Confidential
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>>> |Intended State/Source of Truth

Role: Store and organize the intended/desired state of the network

Examples:

@R servicenow @) git

"I netbox B bmce

@networktocode | Confidential 33 >>>network [selolelel@)
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>>> Executor/Automation Engine

Role: Interact with the network, render and deploy configurations
Syntax Confl Pre i\ Post
guration Configuration B \
Formatting Deployment | | Deployment | Deployment
Validation SECRR) Compilance validation | |/ / Validation
Continuous Integration ‘i Continuous Deployment
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>>> Executor/Automation Engine

Role: Interact with the network, render and deploy configurations

Key Attributes:

e Simplify interact with network devices
e Abstract vendor specific APIs/Interface
e Authentication

e Performance

@networktocode | Confidential 36 >>>network [selolelel@)



>>> Executor/Automation Engine

Role: Interact with the network, render and deploy configurations

Examples

Q SALTSTACK
. S
CloudVision®,

@networktocode | Confidential 37 >>>network [selolelel@)
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>>> Executor/Automation Engine

Role: Interact with the network, render and deploy configurations

Examples

Ogit A &f
f" ﬁjinja

@networktocode | Confidential 38 >>>network [selolelel@)



>>> Executor/Automation Engine

Accessibility vvv 4
Authentication vvv

API vvv

Complex Workflow (%4 vvv
Commercial Support vvv 2 4
Credential Management vvv b 4
Extensibility vv vvv
RBAC vV x
Network Device Support vvv vV
Non-network Device Support vvv v
Scheduler vvv v
Speed (%4 vvv
Traceability vvv X
User Interface vV X
Workflow Deployment vvv vV

Table - Automation Engine comparison

@networktocode | Confidential
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>>> Network Automation Framework

Presentation Layer
Self Service | Dashboards | Ul | Approval Process

Solutions
ZTP | Compliance | Pre-Post Change Validation

Tasks & Workflows
Provision Vlan | Add VIP | Generate Configuration | Verify circuit

S Orchestration
Intended State Observed State
(SoT) (Telemetry)
Network 5 i
Alg;:::‘;n [ Executor } Collector

Network Infrastructure

@networktocode | Confidential 41 >>>network [selolelel@)



>>> Telemetry and Analytics

Role: Provide visibility into the current and past state of the
network, in a meaningful way.

Collector Data Enrichment —— Database
Data Source : 1 R
(Network Devices) A4 Metrics ' Visualization
(N :t;t:rfg:ﬁ:e s) Collector Data Enrichment —— Database Alerting
Logs
DataSource y \\ oo o API
(Network Devices)
Collector Data Enrichment —— Database
S O s Flows |

@networktocode | Confidential 42 >>>network [selolelel@)



>>> Collector & Enrichment Layer

Role: Extract the current state of the network

Key Attributes:

e Easily query all states from the network

e Easily add new information to the collection pipeline
e Insert business metadata to the data as needed

e Scalable and Resilient

e Support multiple types of data/interfaces (SNMP/ CLI / gNMI / Flows / Logs)

@networktocode | Confidential 43 >>>network [selolelel@)



>>> Collector

Role: Extract the current state of the network

Examples

& telegraf s l0gstash Mluentd

e ~gNMI

@networktocode | Confidential 44 >>>network [selolelel@)



>>> Qbserved State

Role: Store the current and past state of the network

Key Attributes:

e Ease to query current and paste state of the network
e Ingest large volume of data

e Store business metadata

e Support all types of data (metrics, logs, structured ..)

@networktocode | Confidential 45 >>>network [selolelel@)



>>> Qbserved State

Role: Provide visibility into the current and past state of the
network
Examples
@) influxdb $ prometheus & TIMESCALE
@ -
splunk> -

elasticsearch

@networktocode | Confidential 46 >>>network [selolelel@)
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>>> Network Automation Framework

Presentation Layer
Self Service | Dashboards | Ul | Approval Process

ZTP | Compliance | Pre-Post Change Validation

Tasks & Workflows
Provision Vlan | Add VIP | Generate Configuration | Verify circuit

Orchestration

Network & i
Al:,t;:::::n [ Executor ] l Collector ]
Network Infrastructure
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>>> Orchestration System

Role: Define & execute customer specific workflows

Key Attributes:
e Ease to define all workflows, simple and advanced
e Traceability & troubleshooting of past workflows execution

e Integration with multiple data sources

@networktocode | Confidential 49 >>>network [selolelel@)



>>> Workflow is the new power tool

Power tools and quick wins
get integrated as workflows
automated by the platform

Power Tools

Platform

@networktocode | Confidential 50 >>>network [del¢felel=1®)



>>> Orchestration System
Workflow Engine

Characteristics considered when reviewing a Workflow Engine

Inputs: How a user can input data for a single workflow run.
* Flow Control: How to control order of tasks, based on outcome of previous tasks.
* Data Store: Ability to have a temporary data store.

* Extended Programmability: Ability to add arbitrary code.

* Visualization: How to build and view job runs. _/ ]
wokiow iy >

* Notification: Ability to send messages v - o> % 7 &

I g E i 5 Complete

S T : A '

Workilow Collect Information ' ‘ hd

Orchestration Platform 4 : LKE _: 2
i Extended Visualization / Reporting

Programmability
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>>> Orchestration System
Event Driven Automation

Characteristics considered when reviewing a
Event-Driven Automation tool

Input Types: How data is presented and
validated

Ingest Filtering: How data is is filtered for
“important information”

Event Processing: How to control order of
tasks, based on outcome of previous tasks.

Output: Ability to have a temporary data store.

Rule Engine: Ability to add arbitrary code.

Even Correlation/Thresholds: How to build
and view job runs.

v

Sources
Networking Equipment Users Cloud Providers Historical Reports Any Event Source
@% Q g,»
: \ T ’ : A
H |
' | [ [
Types | f [ ] SHRthOe
: / [ :"’ : —> Syslog
Collections \Triggers State Changes | i Trends > APl
; 1 |' i ——>» Pub/Sub
: [ | ‘ ! ——> Collecting
H Il [ H H
Collection | Vi ﬁ i
g .
Li I (s) C (s)
Processing | l : :
Filtering / Normalization Assurance / Verification
Output Tngger
' Scaling Upda(e
ﬁ‘ : : Reports

=

Documentation

Notification Worker(s)

@networktocode | Confidential
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>>> Orchestration System

Role: Define & execute customer specific workflows
Examples:
A\
ANSIBLE =RUNDECK : M
o 1OLE itential

m SStackStorm
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> User Interface / Presentation Layer

Role: Provide the best Ul to the users and integrate with existing
tools

Slash Commands

Network Autobot

All~

Q;e;—helg-deﬁsk-port-conﬁg Network Autobot Summary

orEadngiRation Jobs Run Chat Ops Manual Tasks Job Status Time Savings
/net-ccnﬁg-swnchpc‘n Network Autobot 277 -
Configure Layer 2 Switchport Cost Savings

. Total Hosts % Automated

Inet-add-rack Network Autobot

Add a new rack 147

net-add-fw-polic: - Y
/ POy Network Autobot A0 )b Time

Add a Firewall Policy 3.8 min $65/per hour

{nettget-f?cts » Network Autobot ™

$  Inet

@networktocode | Confidential 55




>>> 0ne workflow, multiple interfaces

Not all workflows have to be delivered the same way

It's best to examine the target user and find the best presentation layer
for them so it's an optimal user experience

ServiceNow Form

Direct from Chat

SeI’Vicen )W. Service Management

Webhook from Source of Truth

mm Adding New Vlan

Switch 1 VLANs - NetBox x

‘ Select a Switch - J < C (@ @ Notsecure | netboxnetworktocode.com/ipam/vlans/

iy I netbox Organization ~ Devices - IPAM ~ Virtualization - Circuits ~ P
VLAN Name

‘ Enter VLAN Name ‘

Vim0 =RUNDECK

Direct from IT Ops Workflows

=z
H
o
5

=

| 0 |
it

Network Domains usiness ‘ ‘

D site Group Nam Prefi Te

- Add Network Device ® Learn more about Network Autobot
21 HOU-01 s vian-121 = —
+ Addsite equiestNotes 122 HOU-01 — vian-122 — .
NYC — vian-1 — -

+ Add Network Domain

NYC — test — —

@networktocode | Confidential 56 >>>network [del¢felel=1®)



>>> User Interface / Presentation Layer

Role: Provide the best Ul to the users and integrate with existing
tools

Key Attributes:

e [ntegrate with ITSM Platform & CMDB

e Integrate with Chat system

e Allow creation & distribution of user defined dashboards

e Self-Service

@networktocode | Confidential 57 >>>network [selolelel@)



>>> User Interface / Presentation Layer

Role: Provide the best Ul to the users and integrate with existing
tools
Examples
servicenow. 42 slack % Confluence
B bmc 15 Grafana
/8 kibana

Webex Teams
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>>> External Integrations
Overview

External integrations are meant to express the communication between systems, such as.

* Integrations between different IT teams and systems
* Integrations to external entities (such as Internet Service Provider)

* API control points between any two systems

Providing a common internal APl gateway to control interactions, is a recommended way to
interact with other systems and provide proper controls (RBAC, rate limiting, etc)
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>>> External Integrations
Diagrams

Third-Party system Third-Party system Third-Party system

API

API
A
Natural language @
Notification
Query ARL/ SDK Webhooks
Query ﬁ
API

Network Automation Platform

__________________________ API GATEWAY )
' API Gateway H
1 AAA, RBAC, flow control, : :
logging, etc. Service API
( __—  APIGATEWAY 0
i v >;_
Compute Network Storage
Technical API Technical API Technical API
-
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>>> External Integrations
High-Level Design

e Exposing API access to the Automation
Platform allows external users controlled

Third-Party system Third-Party system Third-Party system access

— - e Building APl integrations to external systems

. (such as ISP) provides common method for
Natralanguage / \otiication Automation Platform to interact with

S gricy Webhooks e Automated interactions via Webhooks to

v auery ﬁ APIs allow for human-less automation

API
Network Automation Platform
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>>> External Integrations
API Gateway Design

e Building an API gateway provides means for

non-functional requirements

____________________________ API GATEWAY/( )
o AAA, RBAC, logging, etc. P I ,
e Exposing Service APIs for higher level B senees
abstraction ( T T e 0
o /api/v1/create_server e I
u Obtains IP Tm XPI TeclT'lmPl Tecsht:rit;mH

m Configures port

m Creates storage configuration %;

e Exposing Technical API's allow for low level =

features == % S
o /api/v1/{device}/add_vlan/{vlan} ez v ’#%{T;%::

o /api/v1/{device}/config_port/{interface}

y
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>>> Deployment pipeline

- ,E ; - Deploy 5
[ s 63:] [ Jost dg ] [Integration !

\

€3] Elastic Beanstalk container

v

Master

R - Deploy E
g [ Build ,,2"] [TGSl .4 ] [Production ] 5

Integration

€3] Elastic Beanstalk container

Production
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>>> Network Automation Framework

Presentation Layer
Self Service | Dashboards | Ul | Approval Process

Solutions
ZTP | Compliance | Pre-Post Change Validation

§ Tasks & Workflows

Provision Vlan | Add VIP | Generate Configuration | Verify circuit

S Orchestration )

Intended State Observed State :

(SoT) (Telemetry) ;

Network I\} i

Automation !

Platform Executor ‘ Collector ’ 5
Network Infrastructure
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>>> Platform

Role: Easily develop and maintain the components of the platform

Key Attributes:

e \ersion Control

e Continuous Integration / Unit Test
e Scale

e Security

e Logging/Maintainability
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>>> Development workflow

Work done locally
Changes submitted to Git
branch/fork

Linters and Data validation
tools execute

Testing executed
PR/MR workflow for
peer-review approval

Deployment workflow
executed

Git and CI/CD

-

Linters and Data

Validation Testing

0

ansible-lint
yamllint

H

I pow—
|

|

|
.

Infrastructure
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>>> Platform

Role: Easily develop and maintain the components of the
platform
Examples
U GitLab Cl &) Jenkins I*
- pytest

O git

docker
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>>> Summary

* Network Automation is about Workflows and Data (Intended and observed)
* A Network Automation Platform :

* makes data easily accessible

* is meant to be consumed by Network Engineers to define workflows

* A Network Automation Platform is composed of many components, assembled

together.

@networktocode | Confidential 70 >>>network [selolelel@)



>>> network htoCode ()

Thank You




