>>> network htoCode ()

Automating Nautobot with Python and Ansible




>>> Agenda

* Nautobot Application Interfaces
* Python and the Nautobot REST API
* Lab 01: Building Nautobot REST API requests with Python
* Using the pynautobot SDK for abstracted API interactions
* Lab 02: Using the pynautobot SDK to Manage Nautobot Data
* Understanding GraphQL for Nautobot
* Lab 03: Exploring the Nautobot GraphQL API
* Using Nautobot data in Ansible
* Lab 04: Using Nautobot Modules and Inventory Plugins in Ansible
* Lab 05: Building a Site Report with Ansible and Nautobot Data
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>>> Housekeeping

Course Materials
— You MUST be logged in to your GitHub account to view

— https://qgithub.com/ntc-training/workshop-automating-nautobot

Lectures and Demos - Timing

Breaks
Feedback / Q&A

@networktocode | Confidential 3 >>>network [selolelel@)
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Nautobot Application Interfaces

Interacting with-Nautobot from theioutsidé world




>>> Nautobot Application Interfaces

Nautobot has four main ways of interaction:

- Web Ul - Primary interface for human interaction - form based workflows.
* https://<nautobot>/<app>/<model>/<name>/
* https://<nautobot>/dcim/sites/lax

- REST API - Primary interface for machine-to-machine interaction.

- GraphQL API - A Query Language for the API (read-only). Use more complex queries
to return more data formatted in specifically for your call.

- Python shell (admin/dev only!)

* On-box Interactive shell pre-loaded with Nautobot models.
* Direct and unrestricted access to the database, generally used for development.
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>>> The Nautobot REST API

Nautobot REST API - Primary interface for machine-to-machine interaction.

* Verbs: GET, POST, PUT/PATCH, DELETE
* Objects uniquely identified by ID
* /api/dcim/devices/9¢30528e-a0e8-4577-9¢91-fe61df57e0b2/
* https://<nautobot>/api/<app>/<model>/
* https://<nautobot>/api/docs

* human friendly HTML interactive documentation
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>>> Beyond the API

Toolkits for interacting with the Nautobot REST API

- Python SDK: pynautobot
- REST API clients: Postman, curl, Python requests etc.

Interactive REST APl documentation built into Nautobot (/api/docs/)
Interactive GraphQL client built into Nautobot (/graphgl/)

- Ansible Collection: networktocode.nautobot

The Nautobot Community Collection - GitHub and Docs
Inventory plugins - Load inventory data from Nautobot
Modules - e.g. device, interface, prefix, circuit

Lookup Plugins - REST and GraphQL API interactions
Don't forget the generic HTTP client “uri” module!
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https://pynautobot.readthedocs.io/en/latest/#
https://github.com/nautobot/nautobot-ansible
https://nautobot-ansible.readthedocs.io/en/latest/

Python and the Nautobot REST AP

Interacting with-data in Nautobot_i‘hrbugh the REST API




>>> The Nautobot REST API

Authentication

* Token based HTTP header authorization
° Authorization: Token 12345abcdef

* Token is RO or RW and has a lifetime (can be 00)
* ltistied to a specific user (and their permissions).
* Managed from the user profile or admin panel.

Organization ~ Devices ~ IPAM ~ Routing ~  Virtualization ~ Circuits ~ Power ~ Extensibility ~ Plugins ~ Search n 2 demo ~
==

‘ B Profile
Nautobot Demo - Username: demo Password: nautobot ‘
[® Logout

API Tokens
Profile o aaaaaaaaaaaaaaaaaaaaa aa m

Preferences

Created Expires Create/edit/delete operations

Sept. 7, 2021 Never [ Enabled |
Change Password

API Tokens
_ You do not have permission to create new AP| tokens. If needed, ask an administrator to enable token creation for your account or an assigned group.
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>>> |Interactive Nautobot API docs

Organization ~  Devices » IPAM ~ Routing »  Vinualization ~  Gircuits ~  Power +  Extensibility ~  Plugins ~

@ Swagger

https:/idemo.nautobot.com/api/docs/format=openapi

Nautobot AP| ®

[ Base URL: demo.nautobot.con/apt |

‘aplidocs7iormat=openapi
AP to access Nautobot

Terms of service
Apache v2 License

Schemes

Filter by tag

circuits

/circuits/circuit-terminations/

IEER /circuits/cirouit-terninations/

Login via APl w/ User or API Token

Get example via curl, example URL,
and responses.

Possible filters also usable and
viewable.

I Dango gz} | oja " ‘ [ auorize ‘ ]
offset -
The initial index from which to return the results.
integer
(query)
offset - The initial index from which to return the res
Clear

Responses Response content type

fcurl -X GET "https://demo.nautobot.com/api/circuits/circuits/" -H "accept: application/json” -H

https://demo.nautobot .com/api/circuits/circuits/

Code

200

Server response

Details

Response body

"count”: 120,
"next": "https://demo.nautobot. com/api/circuits/circuits/?1imit=5080f fset=!
“previous”: null,

'1046f927-8df0-4413-8dcS-5833b8e87201" ,

ttps://demo. nautobot . com/api/circuits/circuits/1a46f927-8df0-4413-8dc5-5833b8e!

"ntt-104265404093023273",
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>>> Nautobot REST API

* Facilitates CRUD operations using JSON data with:

GET - retrieve an object or a list of objects
®* POST: Create an object

PUT / PATCH: Modify an existing object. PUT requires all mandatory fields to be specified, while
PATCH only expects the field that is being modified to be specified.

DELETE: Delete an existing object
* The API root is https://nautobot/api/

To it belong applications (dcim, circuits etc.) which contain their respective models
* https:/nautobot/api/<application>/<model>

* /api/circuits/providers/

* /api/circuits/circuits/

* /api/dcim/sites/

* /api/dcim/devices/

* The full hierarchy of available endpoints can be viewed by navigating to the API root in a web
browser.
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>>> Nautobot REST API

* Each model has two views:

® The list view - retrieves a list of multiple objects (all or a filtered view) or creates new objects.

®  /api/dcim/devices/

* The detail view - retrieves/updates/deletes a single object.
® /api/dcim/devices/ca3a9003-b6ac-4e9a-b3f9-3f7e402445d6/

* Objects are referenced by their UUID (primary key id).
« Model data is represented with two types of serializers.
- Base serializer - presents the complete view of a model.

+ Includes relationships to other objects, but not their child objects.

« Nested serializer - minimal representation of an object.
* Includes its direct URL and minimal display information.

"tenant”": {
"id": "cd3f6bbd-e2d7-49cd-885f-49b352326a7b",

"url": "https://165.227.69.177/api/tenancy/tenants/cd3f6bbd-e2d7-49cd-885f-49b352326a7b/",

"name": "Nautobot Airports",
"slug": "nautobot-airports",
"display": "Nautobot Airports"

wJ
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>>> Nautobot REST API

* Devices and Virtual Machines include configuration context data

Due to the potential performance implications of large contexts, you can exclude them.
/api/dcim/devices/ca3a9003-b6ac-4e9a-b3f9-3f7e402445d6/?exclude=config_context

Most API endpoints support a “brief” format - returning the minimal representation of the object(s).
®*  /api/tenancy/tenants/cd3f6bbd-e2d7-49cd-885f-49b352326a7b/?brief=1

GET /api/tenancy/tenants/cd3f6bbd-e2d7-49cd-885T-49b352326a7b/7brief=1

HTTP 200 OK
Allow: GET, PUT, PATCH, DELETE, HEAD, OPTIONS

Content-Type: application/json
Vary: Accept

"id": "cd3f6bbd-e2d7-49cd-8857-49b352326a7b",

"url": "https://165.227.69.177/api/tenancy/tenants/cd3f6bbd-e2d7-49cd-8857-49b352326a7b/",
"name": "Nautobot Airports",
"slug": "nautobot-airports",

"display": "Nautobot Airports"
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>>> Nautobot REST API

* Pagination
®*  Responses with may results will be paginated for efficiency.

* Default page is 50 (set by configuration parameter PAGINATE _COUNT)

[ ]

Can be overridden by setting the offset and limit query parameters:
*  https://nautobot/api/dcim/devices/?limit=100&offset=100

GET /api/dcim/devices/

HTTP 200 OK

Allow: GET, POST, PUT, PATCH, DELETE, HEAD, OPTIONS
Content-Type: application/json

Vary: Accept

"count": 389,

"next": "https://165.227.69.177/api/dcim/devices/?1imit=50&offset=50",
"previous": null,

"results": [
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>>> REST API Filtering

The objects returned by an API list endpoint can be filtered by using query parameters.
* /api/dcim/sites/?status=active
* /api/dcim/sites/?status=active&region=europe
* Passing multiple values for a single parameter will result in a logical OR operation.
* /api/dcim/sites/?region=north-america&region=south-america
* If afield can have multiple values, the operation will be a logical AND.
* /api/dcim/sites/?tag=foo&tag=bar - sites with both tags attached
* Filtering by Custom Field

* /api/dcim/sites/?cf_site_type=POP

Lookup expressions - full list in the APl docs

* /api/dcim/sites/?status__n=active
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Using the pynautobot SDK

For abstracted APl interactions- ''i" !




>>> The Nautobot Python SDK

* The pynautobot package provides a native Python SDK for interacting with Nautobot data.
* Installation: pip install pynautobot

* It abstracts away the REST API interactions - focus on the models.

* Afew important points to remember:

Documentation doesn't list all models, but they exist as there’s a mapping between the endpoints and the API path.

Attributes are not checked against the Nautobot API, so misspelled or non-existent Models will not raise an Exception
until a CRUD operation is attempted on the returned object.

For example, calling nautobot.dcim.device (missing the trailing s) will return an Endpoint object. However, the URL

assigned to the Endpoint will not be a valid Nautobot APl endpoint, and performing any CRUD operations against that
URL will result in an Exception being raised.

Some models are made up of multiple words - Python doesn't accept spaced or hyphens in names, so “Device Roles”
becomes “device_roles”.

* Operations:
®*  Endpoint methods: create() update() delete()

Retrieve data: get() - single record || filter() all() - multiple records

* Documentation: https://pynautobot.readthedocs.io/en/stable/
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https://pynautobot.readthedocs.io/en/stable/api/models/index.html
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pynautobot

pynautobot

nautobot pynautobot .api (url="https://demo.nautobot.com" ,

token—"aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa" )

devices nautobot.dcim.devices.all ()
device devices:
print (device.name)
aaal00-cwdm-0

OUTPUT TRIMMED

device nautobot.dcim.devices.get ( name="'atl0l-edge-02")

print (device.name)

.toCode()
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> Understanding GraphQL for Nautobot




>>> What is GraphQL?

GraphQL is a query language for APIs and a runtime for fulfilling those queries with your existing data.
GraphQL provides a complete and understandable description of the data in your API, gives clients the
power to ask for exactly what they need and nothing more, makes it easier to evolve APIs over time, and
enables powerful developer tools.

graphgl.org
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>>> GraphQL Overview

+ Hierarchical

Query is shaped like the response data
« Client specified queries

Declarative data fetching

« Application-Layer G h I_
+  Most commonly uses HTTP ra p

Transport independent
String interpreted by server
«  Strongly-Typed
Tools can validate syntax
+ Introspective
Clients can query GraphQL server to understand the available type system
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>> REST APl and GraphQL

@ GraphQL

Standard query language to query and
traverse multiple objects in the
database.

{ REST }

Expose Create/Read/Update and
Delete Endpoints for most objects in
the database.

List of endpoints documented with
OpenAPI / Swagger. Native support for
pagination

Schema of the database generated
dynamically and exposed externally.

Select exactly what should be returned.

Manipulate one object type at a time
Query multiple type of objects at the

(device, interface .. )
Bulk query, create, update

same time.
Optimized for complex query
Not optimized for large volume

The resource is indicated in the url
Optimized for large volume
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>>> GraphQL vs REST

[ Strongly typed ] [ Weakly typed ]
[ Single API ] [ Multiple API ]
— endpoint endpoint .
(@]
c i
% [ Not optimised for ] [ Optimised for ] ap)
O large volume large volume (|
< L
[ Client defined ] [ Server defined ]
response response
[ Simplified multi ] [ Complex multi ]
resource retrieval resource retrieval
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>>> Query Optimisation

Number of Objects Returned

A

GraphQL

=

> Level of Depth
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>>> REST API Endpoints

{REST }

IP Address & |

+ address

Site

+ name

Device

+name
+role
+ status

|

Interface 2 ||

d— ]

+role

Prefix

2]

+ prefix

+ prefix

p—
==
=
=
=
=
s —

+ role

+ role

i

/api/site

I

/api/device

H

/api/interface

H

/api/prefix

H

Native Mode| m—

Multiple REST API Calls

Any Client

/api/vlan
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>>> GraphQL APl Endpoint

@ GraphQL

S &) Single GraphQL API Query

= nam( performed as HTTP POST
[¥vice 2
+ name
+ rol
+ s(:aetus /- [ \\
\ / t /api/graphql/ [®

IP Address 2 |

Interfdce 2 |

+ address + pre I | '
+ role — Cable $:|

Prefix 3 | 2] CI |ent

+ prefix +VID
+ role = .

Native Mode| m—
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>>> GraphQL in Nautobot

* Query Language for Relational Data
* Resources defined by a GraphQL Schema

* Client sends query
« Server OrCheSt rates data —~967B%0A%20%20devices%20%7B%0A%20%20%20%20name%0A%20)
° Su pports Read_on Iy Operations 'AM ~  Virtualization ~  Circuits v+ Power v  Extensibility ~
History
{
“data": {

"devices": [

GraphiQL - Nautobot X -+ "name": "ams-edge-01"
1,
& > C (O @& demo.nautobot.com/graphql/#qud {
“name": "ams-edge-02"
Organization v  Devices ~ ‘E'
= - "name": "ams-leaf-01"
Nautobot supports an on-box ‘ GraphiQL () | Pretify || Merge | | Copy -
. = {
GraphQL browser to test API queries 2 ¢ “nane": *ans-leaf-02"
2 devices { 3
3 name ¢
a5 “name": "ams-leaf-03"
al b
6 | {
"name": "ams-leaf-04"
IS

Query Response
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>>> GraphQL Queries
Extensibility -> GraphQL Queries

Nautobot remembers!

P nautobot Organization v Devices ¥ IPAM ~ Routing v  Virtualization v Circuits ¥ Power v Extensibility ¥  Plugins ~

Pretti

Graphti Merge = Copy | History

v

v "data": {

circuits(provider:"ntt"){
cid
{

Rci'di:
1,
{

2cid:
1
i

fcidr

v "circuits":

Queries ~

Saved Queries
Airports
Baseball Stadiums

Device Info

L

nt Save Current Query As...

"ntt-104265404093069929"

"ntt-104539051754046505"

GraphQLQueries

Add a new:

Name

Slug

NTT circuits

ntt-circuits

URL-friendly unique shorthand

Query

{
circuits(provider:"ntt"){
cid
}
}
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>>> GraphQL Query

Operation type

query

{

evices|{

| —eviced
Fields name

}

devices{

}

name
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>>> GraphQL Query - Basic

{
"data": {
"devices": [
{
"name": "ams-edge-01",
"device_type": {
P> nautobot Organization v Devi S RanUEctarer
"name": "Arista"
. » 3
GraphiQL () | Prettify | Merge | .
\*7/ : : "site": {
"name": "ams"
1v { }
2v| devices { query for exactly what z
3 name IS needed "name": "ams-edge-02",
4~ device_type { "divice_type“: f
5 manufacturer { m:"”fait”:e".: {"
name": "Arista
6 name }
7 } %
2 } "site": {
. "name": "ams"
9 site }
10 { b
11 name { e
"name": "ams-leaf-01",
- } "device_type": {
L ¥ "manufacturer": {
14 } "name": "Arista"
15 3
3
Ssitalkta ol
"name": "ams"
b
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>>> GraphQL Query - Arguments

Operation type
query | {
/{M (site: ‘amsO01’)|{
Fields | name
}
} Arguments
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>>> Schema in Nautobot

* Schema query definition for all objects in
nautobot

* Define query fields, arguments and its data type

Search & demo ~

Documentation Explorer X

Q_ Search Schema...

A GraphQL schema provides a root type for each
kind of operation.

ROOT TYPES

query: Query

< Schema Query X

device(id: ID): DeviceType

devices(
id: [String]
name: [String]
asset_tag: [String]
face: String
position: [Int]
vc_position: [Int]
vc_priority: [Int]
tenant_group_id: [String]
tenant_group: [String]
tenant_id: [String]
tenant: [String]
local_context_data: Boolean
local_context_schema_id: [String]
local_context_schema: [String]
status: [String]
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>>> Schema Definition Language (SDL)

® Scalar Types
O They represent concrete units of data.
O The GraphQL spec has five predefined scalars as String, Int, Float, Boolean, and ID.

® Object Types
O They have fields that express the properties of that type.
O E.g. DeviceType or SiteType

® Exclamation mark! — field value cannot be null

® Square brackets [| — List

type DeviceType { type SiteType {

id: UUID! id: UUID!

name: String name: String!

asset tag: String slug: String!

site: [SiteType]! devices: [DeviceType]
} }
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>>> Custom Fields in GraphQL

Custom fields support:

« As first class fields with cf_ prefix

« Asdictionary in custom_field_data CI—
"devices": [
{
"name": "ams-edge-01",
"interfaces": [
{
"cf_role": "peer",
"custom_field_data": {
"role": "peer"
}
1,
i
"cf_role": "peer",
"custom_field_data": {
"role": "peer"
i
1,
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>>> Relationships in GraphQL

« Relationships are available as first class fields
for all objects

i
. . . "data": {
+ The name is rel_<relationship_slug> "vlans"; [
{
. . . "name": "ams-104-mgmt",
- Possible to traverse the relationship and query el rackcto ane
the object on the other side. 1,
"rel_device_to_vlan": [

{

"name": "ams-leaf-04",
"device_role": {
"name": "leaf"
}
}
]
1,
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>>> GraphQL Alias

« Define custom key names for

GraphiQL \’ > ) | Prettify | | Merge || Copy

History

1v query{ v
returned data 2v ams_devices:devices (site: "ams@1"){ v "data": {
3 hostname: name v "ams_devices": [
° =Y 4 status { v {
MatCh to target Jlnja templates 5 name "hostname": "ams@l-edge-01",
. 6 } "status": {
«  Group multiple query statements AR "name’’; "Active"
8v atl_devices:devices (site: "atl@O1"){ }
. 9 hostname: name 1,
|nt0 One 10 status { v {
1ii name "hostname": "ams@l-edge-02",
17 } "status": {
13 } "name": "Active"
14 |} }
15 | 3,
v {
"hostname": "ams@l-leaf-01",
"status": {
"name": "Active"
1y
1,
v {
"hostname": "ams@l-leaf-02",
"status": {
"name": "Active"
}
1,
v {
"hostname": "ams@1l-leaf-03",
"status": {
"name": "Active"
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Using Nautobot dataiin Ansible

Data management using modules; eriven'to"ry plugins, and Lookup plugins




>>> Using Nautobot Data in Ansible

Ansible Collection: networktocode.nautobot
The Nautobot Community Collection - GitHub and Ansible-Galaxy.
Inventory plugins - Load inventory data from Nautobot.
Modules - e.g. device, interface, prefix, circuit, query_graphql
Lookup Plugins - REST and GraphQL API interactions.
Don't forget the generic HTTP client “uri” module!
- Works with any HTTP based API = both Nautobot APIs.
Install it with: ansible-galaxy collection install networktocode.nautobot
- Depends on pynautobot.
Using the Modules:
- States: Present (Create/Update), Absent (Delete).
- An object’s slug is automatically generated as it is in the GUI from the name.
Documentation: https://nautobot-ansible.readthedocs.io
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Using the Ansible Modules

MANAGE NAUTOBOT OBJECTS - CREATE
localhost

CREATE NEW AMS03 SITE

"{{ nautobot host }}"
"{{ nautobot token }}"
"AMS10™"
"Planned"
"Netherlands"
"Nautobot Airports"

present

MANAGE NAUTOBOT OBJECTS - DELETE

localhost

DELETE SITE AMSO03

"{{ nautobot host }}"
"{{ nautobot token }}"
"AMS10"

absent

.toCode()




Nautobot Inventory Plugin for Ansible

networktocode.nautobot.inventory
https://demo.nautobot.com
daaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
True

False

- device roles

- )



Nautobot Inventory Plugin for Ansible

"device roles edge": {
" meta': | "hosts": [
"hostvars'": { "amsOl-edge-01",
"ams01l-edge-01": { "ams0l-edge-02",
"ansible host": "10.11.128.1", "ang0l-edge-01",
"custom fields'": { "ang0Ol-edge-02",
"bgp ecmp maximum paths'": null "atl0l-edge-01",
b "at101l-edge-02",
"device roles'": [ "atl02-edge-01",
"edge" "at1l02-edge-02",
1, "azd01l-edge-01",
"device types'": [ "azdOl-edge-02",
"dcs-7280cr2-60"
1, by

"is virtual": false, "device roles leaf": {
"local context data'": [ "hosts": [

null "ams0l-leaf-01",

1, "ams0l-leaf-02",

"manufacturers": [ "ams0l-leaf-03",

"Arista" "ams0l-leaf-04",

"ams0l-leaf-05",

"ams0l-leaf-06",

.toCode()
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S>> network .

Thank you!

For direct feedback or questions about the course:
Cristian Sirbu -

General help: (#nautobot #ansible #python channels)



mailto:cristian.sirbu@networktocode.com
https://www.networktocode.com/community/

